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Abstract 
This dissertation was written as part of the LL.M. in Transnational and European 
Commercial Law, Banking Law, Arbitration/Mediation at the International Hellenic 
University.  
This Dissertation deals particularly with the administrative fines that are imposed by 
the supervisory authorities in case of infringement of the General Data Protection 
Regulation’s provisions. To help the unfamiliar reader understand the notions and the 
purposes of this new Regulation, this thesis provides a general description of the basic 
terms and tracks the changes between the previous legal regime and the Regulation.  
Following, it examines the basic principles set out in the GDPR for the imposition of 
administrative fines and it analyzes in detail the two different levels of fines indicated 
in article 83 paragraphs 4 and 5, presenting every provision the infringement of which 
could lead to those fines.  
Subsequently, this research investigates the different approach when the fines are 
imposed on natural persons or undertakings and examines thoroughly the assessment 
criteria used by the supervisory authorities when deciding the imposition of a fine. 
Finally, the thesis explores the rest of the provisions of article 83 GDPR, as well as 
article 84 and it concludes on the importance of the administrative fines to ensure 
compliance with the General Data Protection Regulation. 
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Introduction 
In 2019 we live in the Internet era, where the technological and social phenomena 
(such as social networks, cloud computing, the new possibilities of data mining and big 
data analysis) have created new ways for data processing, since the technical 
infrastructure of the Internet in combination with the ever-advancing computer 
technology facilitate the collection, processing and use of vast amounts of personal 
data1, making personal data a valuable asset due to their nature, which allows them to 
easily cross borders and makes them essential to the global digital economy2. The right 
to the protection of personal data is a fundamental right recognized by the EU legal 
order3 and should be separated by the right to respect for private life, despite their 
similarities (in any case of personal data processing the right to data protection is 
triggered, regardless the impact on privacy, while in order for the right to privacy to be 
activated, a private interest or the “private life” of an individual has to be 
compromised4). It is clear that data protection is a flaming issue of everyday life and 
there are several rules set out around the world to ensure this protection. 
In the European Union the European Data Protection Directive (Directive 95/46/EC) 
was adopted in 1995 and it soon became a global leading paradigm for privacy 
protection. The Directive, that required that every EU Member State had to adopt 
“equivalent” to one another privacy laws and that data could be exported to third 
party countries only under the condition that "an adequate level of protection" for 
European citizens' data could be ensured, had worldwide impact and influence. 
Nevertheless, two decades later and considering all the technological advances and 
                                               
1 Mitrou Lilian “Τhe General Data Protection Regulation: A law for the Digital Age?”, 
2017. 
2 Voigt Paul, Bussche Axel “The EU General Data Protection Regulation (GDPR): a 
Practical Guide”, Springer, 2017, p 1. 
3 See article 8 of the EU Charter of Fundamental Rights. 
4 Handbook on European Data Protection Law, Publications Office of the European 
Union, 2018, pp. 18-20. 
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the new possibilities of the Internet era, the Directive seemed out of date and could 
not adequately provide for the protection needed5. 
Thus, the Data Protection Directive was replaced by the EU Regulation 2016/679, the 
General Data Protection Regulation (in short: GDPR). The GDPR was adopted in April 
2016 after four years of discussions. The fact that it is a regulation is of high 
importance, since regulations are directly applicable to all their addressees and there is 
no need for any implementation measures to be adopted by the EU Member States6. 
When the Data Protection Directive was in force, every Member State had its own 
legal system and judicial and enforcement culture, creating a confused and vague 
regulatory environment (not knowing which of the 28 different systems was applicable 
in every case). The GDPR on the other hand establishes a single legal framework 
throughout the EU, eliminating the legal uncertainty and making the system stable and 
coherent7.  
The GDPR, which became effective on the 25th of May 2018 deals with the problems 
that were created because of the non-uniform implementation of the Data Protection 
Directive and ensures that the citizens’ rights are preserved, while introducing new 
rights and obligations concerning the digital environment. The new Regulation also 
tries to strengthen some basic principles (such as transparency), to enhance the 
supervisory role of the Data Protection Authorities (DPAs) and covers the critical 
matter of personal data being transferred to non EU Member States, too. What is 
more, the GDPR aims at reducing the administrative burdens for DPAs and enterprises 
and at regulating the controllers’ and processors’ responsibilities and their liability, by 
introducing stricter sanctions and penalties8. 
The GDPR did not alter the primary rules and principles that were set under the Data 
Protection Directive, nor the essence of fundamental concepts and the definition of 
some authorities. The Regulation also preserved the principles of “reason” and 
                                               
5 Synodinou Tatiana-Eleni et al. “EU Internet Law: Regulation and Enforcement”, 
Springer, 2017, pp. 20-21. 
6 Beata A. Safari, Intangible Privacy Rights: “How Europe's GDPR Will Set a New Global 
Standard for Personal Data Protection”, 47 Seton Hall L. Rev. 809 (2017). 
7 Albrecht J. P., “How the GDPR will change the World”, European Data Protection Law 
Review (EDPL), Vol.2, Issue 3 (2016), pp. 287 et seq. 
8 Synodinou, 2017, p. 5. 
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“security” while the main subject of the legislation was the absolute control over the 
personal data. However, the GDPR introduced a major reform concerning the 
administrative fines that could be imposed in case of violation of the Regulation’s 
provisions, involving a significant increase compared to the prior regime (under the 
Data Protection Directive)9. The fact that they can go up to 20 million euro or to 4% of 
the total worldwide annual turnover of an undertaking made the administrative fines 
for the purposes of the General Data Protection Regulation one of the most discussed 
topics of today.   
The aim of this thesis is to define in which cases it is necessary to set some 
administrative fines and their maximum levels in order to ensure the better application 
and enforcement of the General Data Protection Regulation. Moreover to make 
perfectly clear the necessity for compliance with GDPR for all Member States and to 
determine whether the application of administrative fines in case of infringement will 
prove helpful in order to achieve this goal. 
Thus, this thesis consists of eight Chapters, each placed in a logical order to guide the 
reader through the topic. After this introduction, Chapter 1 explores some of the 
GDPR’s general terms, such as “personal data” and “data breach”, and overviews the 
imposition of sanctions under the Personal Data Directive and the corrective measures 
and administrative fines provided for under the General Data Protection Regulation. In 
Chapter 2 the basic principles set out in the GDPR are presented, while Chapter 3 
includes an analysis of the two levels of administrative fines indicated in article 83 
GDPR and of all the provisions, the violation of which could lead to the imposition of 
these fines. Thereafter, Chapter 4 examines the receiver of the administrative fines 
and interprets the notion of the “undertaking” under the Regulation. In Chapter 5 the 
assessment criteria set out in article 83 par. 2 GDPR are described in detail and 
Chapter 6 deals with the issues of administrative fines being imposed on public 
authorities, the procedural safeguards against the supervisory authorities’ decisions 
and some Member States’ national laws not providing for administrative fines. Finally, 
Chapter 7 provides for a brief analysis of the other penalties that may apply to this 
                                               
9 Ganotra Smriti, “GDPR Compliant or Not”, 5 Ct. Uncourt 2, 2018. 
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Regulation’s infringements, while Chapter 8 includes the Conclusions and some final 
remarks. 
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1. Personal Data Breaches leading to imposition of Sanctions 
The General Data Protection Regulation (hereafter GDPR) concerns the protection of 
natural persons with regard to the processing of personal data and the free movement 
of such data10, by personal data meaning “any information relating to an identified or 
identifiable natural person (‘data subject’)”11. Hence, the Regulation’s provisions apply 
only to the protection of natural persons’ personal data, not covering the processing of 
legal12 or deceased persons’ data13. According to article 3 of the GDPR the Regulation 
applies to the processing of (a) ”personal data in the context of the activities of an 
establishment of a controller or a processor in the Union, regardless of whether the 
processing takes place in the Union or not”, or (b) “personal data of data subjects who 
are in the Union by a controller or processor not established in the Union, where the 
processing activities are related to the offering of goods or services, or to the 
monitoring of their behavior as far as their behavior takes place within the Union”, or 
(c) “personal data by a controller not established in the Union, but in a place where 
Member State law applies by virtue of public international law”. So, in order to 
strengthen the enforcement of the Regulation, the supervisory authorities may impose 
sanctions in the case that a controller14 or a processor15 infringes one of its 
provisions16.  
1.1. Personal Data Breaches 
According to article 4 no. 12’s definition a personal data breach is “a breach of security 
leading to the accidental or unlawful destruction, loss, alteration, unauthorized 
                                               
10 See article 1 par. 1 GDPR. 
11 See article 4, no. 1 GDPR. 
12 See Recital 14 GDPR. 
13 See Recital 27 GDPR. 
14 A controller is the natural or legal person, public authority, agency or other body 
which, alone or jointly with others, determines the purposes and means of the 
processing of personal data, according to Article 4, no. 7 of the GDPR. 
15 A processor is  a natural or legal person, public authority, agency or other body which 
processes personal data on behalf of the controller, according to Article 4, no. 8 of the 
GDPR. 
16 See Recital 148 GDPR. 
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disclosure of, or access to, personal data transmitted, stored or otherwise processed”. 
Such a breach could be the outcome of accidental or deliberate causes and would 
affect the confidentiality, integrity or availability of personal data17. A data breach 
would occur in case any personal data was lost, destroyed, corrupted, disclosed, 
passed on without proper authorization or was made unavailable18. In case of any 
personal data breach the GDPR introduces the controller’s or processor’s obligation of 
notification towards the supervisory authorities “without undue delay and not later 
than 72 hours after having become aware of it”19 and towards the data subject (“if the 
personal data breach is likely to result in a high risk to the natural persons’ rights and 
freedoms”) “without undue delay”20, so that the rights and freedoms of the data 
subject are protected through a better level of transparency21. The failure to notify the 
supervisory authority (or the data subject if needed) on time is punishable with 
sanctions imposed by the GDPR. A sanction could be a corrective measure, an 
administrative fine or even a criminal penalty, depending on each individual case’s 
circumstances. 
1.2. Sanctions imposed under the Data Protection Directive (Directive 95/46/EC) 
The Data Protection Directive did not require for specific sanctions for the violations of 
its provisions, but left their regulation to each Member State’s discretion. Article 24 of 
the Directive indicates that “The Member States shall adopt suitable measures to 
ensure the full implementation of the provisions of this Directive and shall in particular 
lay down the sanctions to be imposed in case of infringement of the provisions adopted 
pursuant to this Directive”22. Hence, every Member State implemented its own 
sanctions in their national laws, resulting in big contrasts on the maximum level that 
                                               
17 Guide to the General Data Protection Regulation (GDPR), Information 
Commissioner’s Office, 2018, p. 234.  
18 Ibid. 
19 See article 33 par. 1 GDPR. 
20 See article 34 par. 1 GDPR. 
21 Voigt, 2017, pp. 65-seq. 
22 See article 24 of the Directive 95/46/EC. 
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could be imposed among the Member States23. The consequence of this provision was 
that there were 28 different administrative and judicial systems in the EU, not allowing 
the DPAs to have equal enforcement powers and thus creating legal uncertainty. 
1.3. Sanctions imposed under the General Data Protection Regulation 
On the other hand the GDPR sets out uniform rules addressed to all Member States 
concerning the imposition of sanctions in case of infringement of its provisions and in 
order to strengthen its rules24. More specifically, Recital 148 indicates that 
“administrative fines may be imposed by the supervisory authorities in addition to or 
instead of other appropriate measures”. So, the Regulation provides to the supervisory 
authority the possibility to impose sanctions, including high administrative fines and 
criminal penalties in addition to or instead of other corrective measures, according to 
article 58 par. 2 (i) GDPR25. 
1.3.1. The corrective measures of Article 58 paragraph 2 GDPR 
Article 58 paragraph 2 of the Regulation includes a list with the supervisory authority’s 
corrective powers against alleged violations of the GDPR’s provisions26. According to 
the said article these powers are: 
“(a) to issue warnings to a controller or processor whose intended processing 
operations are likely to infringe the GDPR; 
(b) to issue reprimands to a controller or processor where their processing operations 
have infringed the GDPR; 
(c) to order the controller or the processor to comply with the data subject’s requests to 
exercise its rights under the GDPR27;  
                                               
23 Golla J. Sebastian, “Is Data Protection Law Growing Teeth: The Current Lack of 
Sanctions in Data Protection Law and Administrative Fines under the GDPR”, 8 J. 
Intell. Prop. Info. Tech. & Elec. Com. L. 70 (2017) 
24 See Recital 148 GDPR. 
25 Iglezakis Ioannis “The General Data Protection Regulation (Regulation 2016/679): 
Introduction to the new legal framework of personal data protection”, 2nd Edition, 
Interactive, 2018, p. 230. 
26 Voigt, 2017, p. 209-210. 
 
27 See articles 12 to 23 GDPR for the Data Subject’s rights. 
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(d) to order the controller or processor to bring processing operations into compliance 
with the GDPR, where appropriate, in a specified manner and within a specified period; 
(e) to order the controller to communicate a personal data breach to the data 
subject28; 
(f) to impose a temporary or definitive limitation, including a ban on processing; 
(g) to order the rectification, erasure or restriction of processing of personal data 
pursuant to Arts. 16 to 18 GDPR and the notification of such actions to recipients to 
whom the personal data have been disclosed pursuant to articles 17 par.  2 and 19; 
(h) to withdraw a Certification or order the certification body to withdraw a 
certification issued pursuant to articles 42 and 43, or to order the certification body not 
to issue a Certification if the necessary requirements are not or no longer met; 
(i) to impose an administrative fine pursuant to Art. 83 GDPR, in addition to, or instead 
of other corrective measures referred to above, depending on the circumstances of 
each individual case; 
(j) to order the suspension of data flows to third country recipients or to an 
international organization”29. 
The provisions under (a) and (b) are the least severe corrective measures since no 
direct obligations for the controller or the processor are triggered to ceasing or 
altering their processing activities30. In fact, the GDPR seems to guide the supervisory 
authorities to impose the above mentioned reprimands in cases of minor 
infringements, while preferring to impose administrative fines when more severe 
infringements occur31. 
1.3.2. The administrative fines of Article 83 GDPR 
Recital 150 of the GDPR states that “in order to strengthen and harmonize 
administrative penalties for infringements of this Regulation, each supervisory 
authority should have the power to impose administrative fines. This Regulation should 
indicate infringements and the upper limit and criteria for setting the related 
                                               
28 See article 33 GDPR. 
29 See article 58 par. 2 GDPR. 
30 Voigt, 2017, p. 209-210. 
31 See Recital 148 second sentence GDPR. 
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administrative fines, which should be determined by the competent supervisory 
authority in each individual case, taking into account all relevant circumstances of the 
specific situation, with due regard in particular to the nature, gravity and duration of 
the infringement and of its consequences and the measures taken to ensure 
compliance with the obligations under this Regulation and to prevent or mitigate the 
consequences of the infringement”. Hence, article 83 of the GDPR indicates the level of 
fines, the total maximum ceilings of the fine to be imposed and the circumstances that 
have to be taken into account by the national authorities when deciding whether to 
impose a fine or not32. These provisions ensure a harmonized sanctioning regime 
across the European Union, leaving it to Member States to set out the rules on other 
penalties for violations that are not subject to administrative fines33. 
 
 
                                               
32 Handbook on European Data Protection Law. Publications Office of the European 
Union, 2018, p. 247. 
33 Synodinou, 2017, p. 14. 
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2. Basic Principles concerning the imposition of sanctions 
In the case of violation of one of the provisions of the GDPR the competent supervisory 
authority has to determine which corrective measure(s) properly addresses the 
infringement. The supervisory authority has at its disposal many tools as described in 
article 58 par. 2, elements (a)-(j) of GDPR (one of which is the imposition of 
administrative fines34) in order to deal with the controller’s or processor’s non-
compliance and should always have in mind the following principles35: 
2.1. Imposition of “equivalent sanctions” 
Recital 10 of the GDPR indicates that “in order to ensure a consistent and high level of 
protection of natural persons and to remove the obstacles to flows of personal data 
within the Union, the level of protection should be equivalent in all Member States”36. 
Also, Recital 11 requires “equivalent powers for monitoring and ensuring compliance 
with the rules for the protection of personal data and equivalent sanctions for 
infringements in the Member States”37 in order for an equivalent level of protection to 
be achieved. Furthermore, Recital 13 of the GDPR argues that the application of 
equivalent sanctions in every Member State and their supervisory authorities’ 
cooperation is a way “to prevent divergences hampering the free movement of 
personal data within the internal market”38.  
It is obvious that the sanctions imposed being equivalent is a matter of high 
importance for the establishment of consistency when the supervisory authorities use 
their corrective powers. The Regulation demands that controllers and processors 
cooperate trying to ensure the consistency of application and enforcement of the 
GDPR39. The cooperation mechanism that is set forth by the Regulation ensures the 
consistency in cross border cases, while in national cases the same guidelines will be 
                                               
34 See article 58 par. 2 (i) GDPR. 
35 Article 29 Data Protection Working Party, “Guidelines on the application and setting 
of administrative fines for the purposes of the Regulation 2016/679”, p. 5. 
36 See Recital 10 GDPR. 
37 See Recital 11 GDPR. 
38 See Recital 13 GDPR. 
39 See article 57 par. 1 (g) GDPR. 
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applied by the supervisory authorities with a view to ensuring the consistency of 
application and enforcement of the Regulation40.  
2.2. “Effective, proportionate and dissuasive” administrative fines 
The first paragraph of article 83 of the GDPR indicates that the administrative fine 
imposed on a case should be effective, proportionate and dissuasive according to the 
parameters of the specific case41. It is only reasonable that the nature, the gravity and 
the consequences of the breach are taken into consideration and that all the facts of 
the case are assessed by the supervisory authority in a manner that is consistent and 
objectively justified before the imposition of the administrative fine42. What is more, 
the supervisory authority will assess what is effective, proportional and dissuasive in 
each case based on the objective pursued by the corrective measure chosen, which 
can be either to reestablish compliance with the rules, or to punish unlawful behavior 
or even both of them43. 
This procedure should be followed when the supervisory authority deals with both 
national cases and cases involving cross-border processing of personal data. Moreover, 
it is acknowledged that a Member State’s national legislation may require additional 
conditions on the enforcement procedure such as address notifications, deadlines for 
making representations, appeal etc. Nevertheless, the achievement of effectiveness, 
proportionality or dissuasiveness should not under any circumstance be deterred due 
to such requirements44. 
2.3. Assessment of each individual case 
There is a wide range of infringements (included in article 83 par. 4-6) that could cause 
the imposition of administrative fines. Additionally, the infringement of other 
provisions than those mentioned in article 83 par. 4-6 could justify the imposition of 
administrative fines if a Member States’ national law allowed so. Either way, when a 
                                               
40 Article 29 WP, p. 5. 
41 See article 83 par. 1 GDPR. 
42 Article 29 WP, p. 6. 
43Ibid. 
44 Ibid. 
 -13- 
provision of the GDPR has been violated, the supervisory authority has to assess all the 
facts of the case individually. In article 83 par. 2 it is stated that “when deciding 
whether to impose an administrative fine, and deciding on the amount of the 
administrative fine in each individual case due regard shall be given to the 
following…”45. Recital 148 of the GDPR also emphasizes the supervisory authority’s 
responsibility to choose the most appropriate measure(s)46. During this process the 
supervisory authority has to consider all of the corrective measures that there are at 
its disposal and choose to impose the administrative fine either in addition to a 
corrective measure (of those mentioned in article 58 par. 2) or on its own47. 
Fines should be used in appropriate circumstances and on a balanced approach in 
order for an effective and dissuasive as well as a proportionate reaction to the 
infringement to be achieved. However, this does not mean that the administrative 
fines should be used as a last resort and that the supervisory authorities should be 
discouraged from issuing fines. Fines should be used in ways that preserve their 
effectiveness as a tool48. 
2.4. Active participation and information exchange among Supervisory Authorities 
In some Member States the national supervisory authorities did not have fining 
powers in case of data breaches before the GDPR and thus this new procedure raises 
various issues in terms of resources and organization. This is why each Member State’s 
supervisory authority should participate to the cooperation mechanisms set out in the 
Regulation and collaborate with other Member States’ supervisory authorities and the 
European Commission (when required) in order to support formal and informal 
information exchanges and help those who need it. For instance, in the case that a 
supervisory authority’s decision is subject to appeal before national courts, the 
supervisory authority could use another Member State’s greater experience through 
the proactive information sharing and the case law on the use of the fining powers to 
                                               
45 See article 83 par. 2 GDPR. 
46 See Recital 148 GDPR. 
47 Article 29 WP, p. 6-7. 
48 Ibid p. 7. 
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deal with it. This cooperation and information exchange results in a higher level of 
consistency and a harmonized approach towards the administrative fines is achieved49. 
                                               
49 Ibid p.8. 
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3. The Regulation’s tiering system  
The General Data Protection Regulation sets uniform rules applicable to all Member 
States concerning the potential administrative fines in case of infringement of the 
Regulation’s provisions. Compared to earlier drafts, the administrative fines that are 
designated in article 83 of the GDPR appear to have been significantly increased. The 
new Regulation sets out two different levels of administrative fines50. 
3.1. Level 1 fines – infringements of article 83 par. 4 
Article 83 par. 4 of the GDPR indicates that “infringements of the following provisions 
shall be subject to administrative fines up to 10.000.000 euros, or in the case of an 
undertaking, up to 2% of the total worldwide annual turnover of the preceding 
financial year, whichever is higher”51. This frame is set for violations of the following 
provisions: 
3.1.1. The obligations of the controller and the processor concerning: 
(a) The conditions applicable to child’s consent in relation to information society 
services, as for children’s consent to be lawful, stricter conditions have to be met. 
Article 8 of the Regulation introduces special conditions concerning children’s consent 
in relation to information society services. When the processing of a child’s personal 
data aims to marketing purposes or to creating personality or user profiles and when 
their data are collected using services directly offered to a child, spesific protection for 
should apply for the child’s data52. 
(b) The processing which does not require identification. Pursuant to article 11 of the 
GDPR a controller whose processing purposes do not or no longer require the 
identification of a data subject shall not be obliged to maintain, acquire or process the 
additional information that could lead to the identification of the data subject53. 
                                               
50 Rücker Daniel, Kugler Tobias “New European General Data Protection Regulation: 
A practitioner’s guide”, Beck, Oxford, Hart, 2018, pp.186-seq. 
51 See Article 83 par. 4 GDPR. 
52 Voigt, 2017, p. 98. 
53 Ibid p. 210. 
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(c) The controller’s or processor’s general obligations (article 25 – 31 GDPR), the 
obligations relating to the security of personal data (article 32 – 34 GDPR), the data 
protection impact assessment and prior consultation (article 35 – 36 GDPR), the data 
protection officer (article 37 – 39 GDPR), 
(d) The certification (article 42 GDPR) and 
(e) The certification bodies (article 43 GDPR). 
 
3.1.2. The obligations of the certification body pursuant to article 42 and 43 GDPR. 
The certifications bodies, which are accredited by the competent supervisory 
authorities for a maximum of 5 years, with the possibility to renew their accreditation, 
are one of the bodies (other than the supervisory authorities and the European Data 
Protection Board) that may carry out the certification procedure54. For the 
accreditation of a certification body to be completed, it has to meet the requirements 
set out in article 43 par. 2 of the GDPR and the further detailed criteria that will be 
defined by the competent supervisory authority55. The supervisory authority may 
revoke the accreditation in case the certification body fails to meet or no longer meets 
the accreditation’s conditions or where the body’s actions infringed one of the 
provisions of the GDPR56. The certification bodies have to inform the supervisory 
authority about issuing and renewing a Certification and are responsible for the proper 
assessment that could lead to a Certification or its withdrawal, while providing the 
supervisory authority with reasons determining the granting or withdrawal of the 
requested Certification57. 
 
3.1.3. The obligations of the monitoring body pursuant to article 41 par. 4 GDPR. 
According to article 41 par. 1 of the GDPR the competent supervisory authority may 
accredit independent bodies to monitor compliance with a code of conduct. The 
                                               
54 Ibid p. 78. 
55 Ibid. 
56 Ibid. 
57 Ibid. 
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monitoring bodies have to take appropriate actions in case of an infringement of the 
code of conduct by a controller or a processor and shall inform the competent 
supervisory authority of such actions58. A monitoring body may be accredited to 
monitor compliance with a code of conduct when the body meets the conditions 
indicated in the second paragraph of article 41 GDPR, as well as the conditions set out 
by the competent supervisory authority and shall lose its accreditation shall if it does 
not meet or no longer meets the conditions for accreditation or where its actions 
infringed the Regulation.59 The monitoring bodies may permit the supervisory 
authorities to reduce their workload, since they will be monitoring an entity’s 
compliance with the codes of conduct, while the supervisory authorities will monitor 
the entity’s compliance with the GDPR60. 
 
In case of violation of one of the above mentioned obligations a controller or processor 
may be punished with fines of up to 10 million euro or up to 2% of the total worldwide 
annual turnover (in the case of an undertaking) pursuant to article 83 par. 4 of the 
GDPR. 
3.2. Level 2 fines – infringements of article 83 par. 5 and par. 6 
The fifth paragraph of article 83 GDPR includes a list of more serious violations and 
thus sets the maximum level of administrative fines “up to 20.000.000 euro or, in the 
case of an undertaking, up to 4% of the total worldwide annual turnover of the 
preceding year, whichever is higher”61. These higher administrative fines are imposed 
in case of infringements concerning62: 
 
                                               
58 See article 41 par. 4 GDPR 
59 Voigt, 2017, p. 75-76. 
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61 Rücker, 2018, pp.186-seq. 
62 See article 83 par. 5 GDPR. 
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3.2.1. The basic principles for processing, including conditions for consent, pursuant to 
Articles 5, 6, 7 and 9;  
The basic principles that shall govern any data processing activity under the Regulation 
are established in article 5 GDPR and demand that personal data shall be processed 
lawfully, fairly and in a transparent manner in relation to the data subject63 and shall 
only be collected for specified, explicit and legitimate purposes and not further 
processed in a manner that is incompatible with those purposes64. Furthermore, 
personal data shall be adequate, relevant and limited to what is necessary in relation 
to the purposes for which they are processed65, accurate and, where necessary, kept 
up to date66, kept in a form that permits identification of data subjects for no longer 
than necessary for the processing purposes67 and be processed in a manner that 
ensures appropriate security of the personal data, including protection against 
unauthorized or unlawful processing and against accidental loss, destruction or 
damage, using appropriate technical and organizational measures68. Also, the 
lawfulness of the processing should be guaranteed by applying at least one of the 
provisions of article 6 par. 1 GDPR, as well as the conditions for consent as set out in 
article 7 of the Regulation. Finally, in the case of processing special categories of data 
the controller or the processor has to meet all the requirements of article 9 GDPR.  
 
3.2.2. The data subjects' rights pursuant to Articles 12 to 22;  
The data subject’s rights are found under Chapter 3 of the Regulation and are as 
follows: the information provided to the data subject shall increase the transparency 
of data processing activities for individuals and permit them to effectively exercise 
their rights69 and the data subject shall be informed of the existence of any processing 
                                               
63 See article 5 par. 1 (a) GDPR. 
64 See article 5 par. 1 (b) GDPR. 
65 See article 5 par. 1 (c) GDPR. 
66 See article 5 par. 1 (d) GDPR. 
67 See article 5 par. 1 (e) GDPR. 
68 See article 5 par. 1 (f) GDPR. 
69 See article 12 GDPR. 
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operations on its personal data when they are collected from the data subject70 and 
when they have not been obtained by the data subject71. Also, there are the rights of 
access by the data subject72, the right to rectification73, the right to erasure74, the right 
to restriction of processing75 and the right to be notified regarding rectification re 
erasure of personal data or restriction of processing76, as well as the right to data 
portability77, the right to object78 and the right not to be subject to a decision based 
solely on automated processing79. In case of infringement of any of these rights an 
administrative fine could be imposed pursuant to article 83 par. 5 GPDR. 
 
3.2.3. The transfers of personal data to a recipient in a third country or an international 
organization pursuant to Articles 44 to 49;  
It is only logical that multinational entities and corporations include cross-border data 
transfers in the course of their business activities, transferring data even to third 
countries that are not EU Member States80. For a cross-border data transfer to be 
justified the transfer has to correspond to the requirements for data processing within 
the EU and to be based on the data subject’s consent and the transfer has to 
additionally comply with the conditions laid down in articles 44 et seq. GDPR81. Hence, 
the Regulation ensures a high level of data security. The importance of the protection 
of the personal data that are transferred to third countries is made clear by the EU 
legislator punishing the infringement of articles 44 to 49 with the vast fines of the fifth 
paragraph of article 83 GDPR82. 
                                               
70 See article 13 GDPR. 
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76 See article 19 GDPR. 
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3.2.4. Any obligations pursuant to Member State law adopted under Chapter IX;  
Although the GDPR is a Regulation, in many cases it leaves the regulation of several 
matters to each Member State’s national law. The GDPR contains many opening 
clauses in its general provisions that explicitly leave room to national legislations (such 
as in article 6 par. 2, article 9 par. 4, article 84 par. 1 etc)83, but also articles 85 to 91 
which include specific processing situations that are left to the competence of each 
Member State’s national legislation. The violation of one of these obligations by a 
controller or processor is punished by the fines indicated in article 83 par. 5, too. 
 
3.2.5. Non-compliance with an order or a temporary or definitive limitation on 
processing or the suspension of data flows by the supervisory authority 
pursuant to Article 58(2) or failure to provide access in violation of Article 
58(1). 
Article 83 par. 5 (e) GDPR includes the case where the supervisory authority has 
already addressed one of the corrective measures under article 58 par. 2 to the 
controller or processor and they failed to comply with it, as well as the case where 
they should provide access to the supervisory authority according to article 58 par. 1 
and failed to do so. The reason why such a high administrative fine may imposed on 
one of these cases is because the controller or processor had already had the chance 
to comply with the Regulation (by being punished with a lighter sanction), but still 
violated their obligations.  
 
3.2.6. Article 83 paragraph 6 of the GDPR 
Moreover, the same level of administrative fines (up to 20.000.000 euro or, in the case 
of an undertaking, up to 4% of the total worldwide annual turnover of the preceding 
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financial year, whichever is higher) is imposed also in the case of non-compliance with 
an order by the supervisory authority as referred to in article 58 par. 2 of the GDPR84. 
3.3. Infringement of several provisions 
Article 83 par. 3 states that “If a controller or processor intentionally or negligently, for 
the same or linked processing operations, infringes several provisions of this 
Regulation, the total amount of the administrative fine shall not exceed the amount 
specified for the gravest infringement”. This provision regards the absorption or 
accumulation of administrative fines and inserts the principle of culpability85. The 
article requires that the controller or processor “intentionally or negligently” breaches 
the Regulation, making it clear that for an administrative fine to be imposed culpability 
such as intent or negligence is required86. 
Moreover, for par. 3 of article 83 to be applied, the controller or processor has to 
violate several provisions of the GDPR with the same or linked processing operations. 
In this case the principle of absorption applies and the amount of the administrative 
fine imposed should not excel the amount of the fine that would be imposed for the 
gravest of the breaches87. On the other hand, if the controller or processor infringed 
several provisions of the GDPR by various processing operations that are not linked to 
each other the applicable principle is not the principle of absorption, but the principle 
of accumulation. Hence, the amounts of the fines of every violation will be added to 
each other and the third paragraph of article 83 of the GDPR will not apply88. 
 
3.4 Conclusions  
The differentiation of the higher level of the fines in paragraphs 4 – 6 of article 83 of 
the GDPR indicate that the breaches of paragraph 4 are considered to be lighter than 
those of paragraph 5. However, the violation of an obligation set out in par. 4 may be 
subject to level 2 administrative fines, if it was previously dealt with by an order of the 
                                               
84 See article 83 par. 6 GDPR. 
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supervisory authority according to article 58 par. 2, nevertheless the controller or the 
processor did not comply with that order89.  
At this point it is important to state that these three paragraphs of article 83 of the 
GDPR set out the upper limit of the administrative fines that can be imposed in case of 
infringement of one of the above mentioned provisions. So, every violation of the 
Regulation will not be fined with 10 or 20 million euro nor 2% or 4% of the 
undertaking’s worldwide annual turnover accordinlgy, but the administrative fine 
could be a lot smaller than these sums, as long as it is appropriate for the specific 
breach (effective, proportionate and dissuasive90) and the objective pursued by the 
supervisory authority is achieved. Thus, the competent supervisory authority is the one 
who determines the imposition and the amount of the administrative fine in each 
individual case91. 
                                               
89 Iglezakis, 2018, p. 235. 
90 See chapter 2.2 p.12 of this Thesis. 
91 See Recital 150 GDPR. 
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4. The receiver of the administrative fines 
An infringement of one of the Regulation’s provisions could lead to the imposition of 
administrative fines. Recital 150 of the GDPR states that the supervisory authority can 
impose an administrative fine to a natural person or to an undertaking. 
   
4.1. The administrative fine is imposed on a person 
According to Recital 150: “Where administrative fines are imposed on persons that are 
not an undertaking, the supervisory authority should take account of the general level 
of income in the Member State as well as the economic situation of the person in 
considering the appropriate amount of the fine”92. The EU legislator made sure that 
there is a different treatment when the administrative fines are imposed to natural 
persons, setting some special requirements before the imposition. First, the 
supervisory authority should take into consideration the general level of income in the 
Member State where the person who violated the provision of the Regulation lives in, 
before the decision on the amount of fine is made. Then, the supervisory authority 
should evaluate the specific individual’s economic situation, too, so that the 
administrative is not of unbearable burden to him. This provision stays in line with the 
basic principles of GDPR that the administrative fine imposed should be effective, 
proportionate and dissuasive and that there should be an assessment of every 
individual case in order to impose the appropriate fine.    
 
4.2. The administrative fine is imposed on an undertaking 
Article 83 of the GDPR indicates that in the case that an infringement is made by an 
undertaking the administrative fines can go up to 2% (for breaches mentioned in par. 
4) or 4% (for breaches of par. 5 and 6) of the total worldwide annual turnover of the 
preceding financial year. Pursuant to Recital 150 of the GDPR “an undertaking should 
                                               
92 See Recital 150, 4th sentence of the GDPR. 
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be understood to be an undertaking in accordance with Articles 101 and 102 TFEU for 
those purposes”93 and thus the term undertaking should be used as the term 
undertaking under EU competition law. So, the notion “undertaking” includes not only 
legal entities but also encloses any entity engaged in an economic activity, disregarding 
the entity’s legal status and its way of finance94. In this way, when there is a controlled 
entity that has decisive influence concerning the data processing activities of its 
controlled undertakings, the different entities might be considered as a single 
‘undertaking’ under article 83 of the GDPR95. Of course, such an interpretation of the 
term “undertaking” would affect gravely the calculation of the maximum amount of 
administrative fines. Taking into consideration the turnover of an undertaking (being 
interpreted under article 101 et seq. of TFEU) practically means that the basis of the 
calculation will be the global group-wide turnover96. For example, in case of violation 
of article 83 par. 5 of the GDPR (which provides for administrative fines up to 4% of the 
turnover) by an undertaking that is part of a group with a total annual worldwide 
turnover of 2 billion euro, a fine of 80 million euro could be imposed to the 
undertaking, since the worldwide annual turnover of the entire group of companies 
will be considered for the calculation of the fine. 
The fact that the term “undertaking” is interpreted in accordance with article 101 et 
seq. of the TFEU means that the antitrust term of “undertaking” applies97. With regard 
to the case law of the Court of Justice of the European Union (CJEU) on antitrust law, 
the term “undertaking” has significant consequences on the attribution of 
infringements98. According to CJEU’s case law, when a controlled entity (that does not 
make its own decisions concerning data protection based on its own conduct on the 
market, but follows the instructions of its mother company) violates antitrust law, the 
parent company is co-responsible for the controlled entity’s anticompetitive actions. In 
such a case, as well as in case of wholly-owned subsidiaries, the supervisory authority 
could calculate the amount of the fine based on the total worldwide turnover of the 
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group of entities and impose the administrative fine on the parent/controlling 
company99. 
However, it is well known that the Recitals have no force of law, but are just some 
preliminary statements that introduce the main parts of the legislation they are part 
of. Keeping that in mind and based on article 4 no 19’s definition on the ““group of 
undertakings” meaning a controlling undertaking and its controlled undertakings”100 
some argue that every group entity should face its own administrative fines which 
should be calculated based on its own total worldwide annual turnover101.  
 
 
                                               
99 Ibid pp. 296-297. 
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5. Assessment criteria for the imposition of the administrative fines 
The General Data Protection Regulation introduces in article 83 par. 2 a list of criteria 
that should be used by the supervisory authorities in order to decide whether an 
administrative fine should be imposed or not and, if so,  to determine the amount of 
the fine102. This list is non-exhaustive and contains factors that are relevant for 
sentencing103. Firstly, the supervisory authorities have to assess whether there has 
been an infringement of the provisions set out in paragraphs 4 to 6 of article 83. Then, 
the authorities have to overview the criteria listed in the second paragraph of article 
83, taking into consideration all the circumstances of each individual case and 
conclude on the imposition of the fine or not. If the supervisory authorities decide to 
impose a fine, they can use the first assessment’s results in their second evaluation 
regarding the amount of fine. In this way, they avoid a second assessment of the same 
criteria104. 
So, according to article 83 par. 2 “when deciding whether to impose an administrative 
fine and deciding on the amount of the administrative fine in each individual case due 
regard shall be given to the following:” 
 
5.1. The nature, gravity and duration of the infringement 
The controller’s and processor’s obligations issued in the GDPR are categorized based 
on their nature in paragraphs 4 to 6 of article 83. When the supervisory authorities 
assess the infringements of these provisions they may come to the conclusion that in 
the particular case a higher or a more reduced corrective measure needs to be 
imposed. If an administrative fine is chosen as the appropriate measure for the specific 
case, the nature of the breach will lead the supervisory authority to the tiering system 
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of article 83 par. 4 – 6 of the GDPR to determine the higher administrative fine that 
can be imposed105.  
Recital 148 states at its second sentence: “in a case of a minor infringement or if the 
fine likely to be imposed would constitute a disproportionate burden to a natural 
person, a reprimand may be issued instead of a fine”. A minor infringement may be a 
violation of one of the Regulation’s provisions listed in paragraphs 4 or 5 of article 83 
that is assessed by the supervisory authority based on the criteria of article 83 par. 2 as 
not affecting the essence of the violated obligation. When a breach is evaluated as a 
minor infringement, the supervisory authority has the possibility (not an obligation) to 
replace the fine with a reprimand106. 
As far as the gravity of the infringement is concerned, the Regulation divides the 
violations in two categories, those of article 83 par. 4 and those of article 83 par. 5. The 
differentiation of the higher level of the fine that can be imposed in these cases 
indicates that the infringements of the 4th paragraph have a relatively lower degree of 
gravity, compared to the ones included in par. 5 of article 83 GDPR107. However, it is 
possible that a violation of one of the obligations set out in article 83 par. 4 is fined as 
a breach of one of the provisions of article 83 par. 5, when the violation in question 
had already been addressed in an order from the supervisory authority (according to 
article 83 par. 6 of the GDPR). The controller or processor’s failure to comply with this 
order is the reason why a breach with a lower level of gravity is treated as a more 
severe one108. But, a violation’s gravity depends also on “the scope, purpose of the 
processing concerned as well as the number of data subjects affected and the level of 
damage suffered by them”109 and can be even affected by the national law of a 
Member State. Furthermore, in the case of infringement of several provisions by the 
same or linked processing operations the supervisory authority may apply an 
administrative fine within the limit of the gravest violation (according to article 83 par. 
3 of the GDPR)110. If for example, a controller or processor infringed with the same 
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processing operation article 6 (listed in the obligations of article 83 par. 5) and article 
11 (listed under article 83 par. 4), the supervisory authority may impose a fine up to 20  
million euro or up to 4% of the total worldwide annual turnover (in the case of an 
undertaking), hence the fine corresponding to the gravest infringement (of article 6 of 
the GDPR). 
The duration of an infringement may be indicative of certain facts such as that the data 
controller’s conduct was willful, or that the controller or the processor failed to take 
the appropriate preventive measures, or even that they could not put in place the 
technical and organizational measures that are required pursuant to article 24 of the 
GDPR111. It is then clear that the duration of a violation should be taken into 
consideration when the supervisory authority decides about the imposition and the 
amount of a fine. 
In addition to the nature, the gravity and the duration of the infringement article 83 
par. 2 (a) indicates that the supervisory authority should also take into account: 
 
5.1.1. The scope or purpose of the processing concerned  
The scope or purpose of processing basically refers to the principle of purpose of 
limitation as set out in article 5 par. 1 (b) of the GDPR. This means that the reason for 
and the objective of the data collection has to be clear from the outset and in 
accordance with the existing law and that in the case of processing of personal data for 
a different purpose from the originally specified one, the new use has to be fair, lawful 
and transparent (purpose specification and compatible use)112. The supervisory 
authority should examine if these two essential components of the principle are 
followed and even proceed to a deeper analysis of the purpose of the processing when 
assessing the criteria of article 83 par. 2 of the Regulation113. 
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5.1.2. as well as the number of data subjects affected  
The number of data subjects affected is an important element of the assessment since 
it can help the supervisory authority determine whether the infringement was an 
isolated event or part of a systematic breach. Of course, even an isolated event could 
have consequences on a lot of data subjects depending on the individual case’s 
circumstances and that is why the supervisory authority should consider this 
parameter, too, when concluding to the imposition of a fine114. 
 
5.1.3. The level of damage suffered by them. 
The level of the damage suffered by the data subjects is the final component the 
supervisory authority has to take into account to determine the gravity of the 
infringement. Recital 75 of the GDPR indicates that “The risk to the rights and freedoms 
of natural persons, of varying likelihood and severity, may result from personal data 
processing which could lead to physical, material or nonmaterial damage…” and then 
lists various behaviors that could lead to the data subject’s damage115. In the case that 
the data subject has or is likely to suffer damage due to the violation of the 
Regulation’s provisions, the supervisory authority has to take into account the level of 
the damage when deciding which corrective measure will be implemented116. Yet, we 
should not forget that the supervisory authority is not competent to award 
compensation in case of the data subject’s damage and that it is not the authority’s 
obligation to establish a causal link between the infringement and the suffered 
damage117.  
 
5.2. The intentional or negligent character of the infringement 
Article 83 par. 2 (b) of the GDPR sets as a criterion for the imposition or not of the 
administrative fine the “intentional or negligent character of the infringement”. The 
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term “intentional” covers both the controller’s or processor’s knowledge that his 
action was infringing the Regulation and his willfulness to do so. An intentional 
violation indicates the controller’s or processor’s contempt for the provisions of the 
law and thus is more likely to warrant the application of an administrative fine. On the 
other hand, a negligent behavior demonstrates that the data controller or processor 
had no intention to cause the infringement, but the breach happened anyway, due to 
their not being careful or not giving enough attention. A negligent infringement is less 
severe than an intentional one and it is up to the supervisory authority to decide 
whether a fine will be imposed118. 
The supervisory authority has to evaluate various elements (such as the objective 
elements of the controller’s or processor’s conduct when they breached the provision 
in question) in order to be driven to safe conclusions concerning the willfulness or the 
negligence of the infringer. Other factors that would help with the assessment of a 
violation being intentional or negligent could be the emergent case law and the 
practice in the field of data protection under the application of the Regulation119. In 
2019 and with the GDPR being in force for almost a year, every enterprise should have 
adopted structures and resources adequate to avoid the infringement of any of the 
Regulation’s provisions and thus controllers and processors should not be able to 
legitimize their data protection law violations by claiming a shortage of resources and 
trying to convince the supervisory authorities that the said infringement happened due 
to negligence120. 
 
5.3. Any action taken by the controller or processor to mitigate the damage suffered 
by data subjects 
In element (c) of the second paragraph of article 83 the Regulation states that “any 
action taken by the controller or processor to mitigate the damage suffered by data 
subjects” should also be taken into consideration by the supervisory authority in order 
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to determine whether they impose the administrative fine121. What is more, under 
article 24 of the Regulation the data controllers and processors are obligated to 
implement technical and organizational measures to ensure the level of security 
needed for the specific risk, to carry out impact assessments and mitigate risks arising 
from the processing of data. In the case that the data subject suffers damage because 
of a violation, the responsible party has to do everything in their power to reduce the 
consequences for the individual(s). The supervisory authority should definitely make 
an assessment of such responsible behavior or the lack of it when choosing the 
corrective measure(s) and when calculating the amount of the sanction that will be 
imposed122. 
The mitigating factors should be assessed by the supervisory authority while deciding 
on the appropriate corrective measure, too. When the supervisory authority cannot 
determine based on the other criteria whether the administrative fine should be 
imposed in addition to another corrective measure of article 58 of the GDPR, or as a 
standalone, the mitigating factors could prove very helpful by indicating the degree of 
responsibility of the controller or processor after the infringement has occurred. Thus, 
the data controllers or processors that have affirmed the violation and taken actions to 
correct or limit the consequences for the data subject should be dealt with some 
flexibility123. 
 
5.4. The degree of responsibility of the controller or processor taking into account 
technical and organizational measures implemented by them pursuant to Articles 25 
and 32 
Articles 25 and 32 of the Regulation indicate that the controller and the processor have 
certain responsibilities such as implementing technical and organizational measures 
according to the principles of data protection by design or by default and ensuring the 
appropriate level of security by applying the relevant data protection policies at the 
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appropriate level of management in the organization124. The “state of the art, the cost 
of implementation and the nature, scope, context, and purposes of the processing, as 
well as the risks of varying likelihood and severity for rights and freedoms for the 
natural persons posed by the processing” should be taken into account by the 
controller or the processor125. The obligations set out in these two articles are 
obligations of means, since the controller or the processor have to make the necessary 
assessments and reach the appropriate conclusions and the supervisory authority has 
to determine whether they “did what it could be expected to do” based on the 
circumstances of every individual case126. 
The supervisory authority should also take into consideration a “best practice” 
procedure if it has been applied, along with the industry standards and the codes of 
conduct in the respective field or profession. These factors could lead to safer 
conclusions as to what is common practice in the field and on the controller’s or 
processor’s level of knowledge concerning the different means of addressing typical 
security issues linked with the processing, while contributing to the assessment of the 
degree of the controller’s or processor’s responsibility127. 
 
5.5. Any relevant previous infringements by the controller or processor 
According to article 83 par. 2 (e): ”any relevant previous infringements by the controller 
or the processor” should be taken into account during the assessment process. This 
criterion sets a quite wide scope of assessment considering that any infringement of 
the GDPR that happened in the past could prove to be “relevant” for the supervisory 
authority’s investigation, as it could be a sign of lack of insufficient knowledge or 
disregard for the provisions of the Regulation128. It is crucial for the supervisory 
authority to examine whether the same infringement was committed by the controller 
or the processor earlier or if a different infringement was committed in the same 
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manner in order to decide on the imposition and on the amount of an administrative 
fine. 
 
5.6. The degree of cooperation with the supervisory authority, in order to remedy the 
infringement and mitigate the possible adverse effects of the infringement 
Another assessment criterion set out in article 83 par. 2 (f) is the infringer’s degree of 
cooperation with the supervisory authority in order to remedy the breach and mitigate 
its possible adverse effects. Yet, it is not quite clear how the controller’s or processor’s 
efforts to remedy a violation confirmed by the supervisory authority could be taken 
into consideration, since the Regulation does not include a provision for this, leading to 
the conclusion that this criterion should be used on the calculation of the amount of 
the administrative fine129. Nevertheless, in the case that a controller’s or a processor’s 
actions deterred or limited the breach’s negative effects for the data subjects, this 
behavior could and should be assessed by the supervisory authority when deciding 
which corrective measure will be imposed. However, the supervisory authority should 
bear in mind that a certain level of cooperation is already required by law and that not 
every effort by the controller or the processor should be taken into account in order to 
decide whether to impose an administrative fine and its amount130. 
 
5.7. The categories of personal data affected by the infringement 
Article 83 par. 2 (g) requires that the categories of personal data breached should be 
assessed by the supervisory authority, too. “Personal data” under article 4 no. 1 of the 
GDPR are “any information relating to an identified or identifiable natural person 
(‘data subject’)”. The categories of personal data included in the first paragraph of 
article 9 GDPR and more specifically “personal data revealing racial or ethnic origin, 
political opinions, religious or philosophical beliefs, or trade union membership” as 
well as “genetic data, biometric data, data concerning health or data concerning a 
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natural person's sex life or sexual orientation”131 are considered to be special 
categories of data or sensitive personal data and they are subject to specific processing 
conditions as indicated in article 9 par. 2 GDPR. Furthermore, article 10 of the GDPR 
sets the “personal data relating to criminal convictions and offences or related security 
measures” as another special category, which also requires specific conditions for their 
processing132. So, when the supervisory authority decides on whether to impose an 
administrative fine should check if the infringed data are part of one of the above 
mentioned special categories of personal data and then accordingly decide on the 
amount of the fine, too. 
In addition, the supervisory authority should examine if the breached data could lead 
directly or indirectly to the identification of the data subject133, since indirect 
identifiers demand more effort and time to lead to the identification of the natural 
person and are less likely to be qualified as personal data134. Moreover, the 
supervisory authority should investigate whether the data were encrypted or directly 
available without any technical protection and whether the distribution of the 
breached data135 generated actual damage or distress to the data subject136 when 
deciding on the imposition of the fine. Nevertheless, the fact that the data that were 
infringed were indirectly identifiable or encrypted does not automatically mean that 
an administrative fine should not be imposed, as the other factors of the specific case 
could make the authority choose in favor of the imposition of the fine137.  
5.8. The manner in which the infringement became known to the supervisory 
authority, in particular whether, and if so to what extent, the controller or processor 
notified the infringement 
Article 33 par. 1 of the GDPR requires that when there is a personal data violation the 
controller has the obligation to notify the competent supervisory authority “without 
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undue delay and, where feasible, not later than 72 hours after having become aware of 
it” (while the processor only has to notify the controller138). In the case that the 
controller fails to keep up with this obligation an administrative fine up to 10 million 
euro or 2% of the total worldwide annual turnover (for undertakings) could be 
imposed according to article 83 par. 4 of the GDPR139. 
Other than the controller’s notification, a supervisory authority might become aware 
about an infringement by the complaints filed by the data subject affected by it, by 
articles published in the press, by anonymous tips or even by their own 
investigation140. Hence, it is clear that the manner used for the supervisory authority to 
gain knowledge of an infringement is a very important criterion for the assessment of 
the imposition of the fine, since the controller’s compliance with his obligation to 
notify the authority would probably lead to the breach being evaluated as less 
important than a case where the supervisory authority discovered the data violation 
on their own141. 
 
5.9. Where measures referred to in Article 58(2) have previously been ordered 
against the controller or processor concerned with regard to the same subject-
matter, compliance with those measures 
Another criterion that should be taken into account by the supervisory authority when 
deciding on the imposition of a fine is the compliance with the measures of article 58 
par. 2 GDPR when those measures were ordered earlier with regard to the same 
subject matter142. Article 58 par. 2 gives the supervisory authority some corrective 
powers in case of infringement of the Regulation’s provisions. If a controller or 
processor had previously breached a provision and a measure was ordered against 
them, the supervisory authority should examine whether the controller or processor 
complied with the said order when assessing the current infringement and its 
parameters. Article 83 par. 2 (i) is basically a reminder to the supervisory authority of 
                                               
138 See article 33 par. 2 GDPR. 
139 Voigt, 2017, p. 65 seq. 
140 Article 29 WP, p. 15. 
141 Ibid. 
142 See article 83 par. 2 (i) GDPR. 
 -37- 
the implementation of the corrective measure they had previously issued to the same 
data collector or processor143. What is important for this provision to apply is that both 
the previous and the infringement in question should concern the same subject 
matter. Thus, if the controller or processor failed to comply with the order issued 
against them, it is likely that the non-compliance will be evaluated negatively and a 
higher administrative fine will be imposed.    
 
5.10. Adherence to approved codes of conduct pursuant to Article 40 or approved 
certification mechanisms pursuant to Article 42 
Article 40 par. 1 of the GDPR indicates that “the Member States, the supervisory 
authorities, the Board and the Commission shall encourage the drawing up of codes of 
conduct intended to contribute to the proper application of this Regulation, taking 
account of the specific features of the various processing sectors and the specific needs 
of micro, small and medium-sized enterprises”, while article 42 par.1 of the GDPR 
states that ”the Member States, the supervisory authorities, the Board and the 
Commission shall encourage, in particular at Union level, the establishment of data 
protection certification mechanisms and of data protection seals and marks, for the 
purpose of demonstrating compliance with this Regulation of processing operations by 
controllers and processors. The specific needs of micro, small and medium-sized 
enterprises shall be taken into account”. The codes of conduct and the data 
certifications are two instruments complementary to each other, as codes of conduct 
give the entities the chance to determine on their own if and how their activities 
comply with the GDPR by specifying organizational and material requirements for data 
processing, but shall not be used to demonstrate compliance to the supervisory 
authority, while certifications do not specify any legal requirements and shall used as a 
proof of compliance of certain processing activities with the GDPR directly to the 
competent supervisory authority144. 
The adherence to an approved code of conduct (which contains “mechanisms which 
enable the monitoring body to carry out mandatory monitoring of compliance with its 
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provisions” according to the fourth paragraph of article 40 GDPR) could be used to 
demonstrate whether the supervisory authority should intervene and impose an 
administrative fine or other corrective measure in case of an infringement145. The 
controller’s or processor’s conformity with an approved code of conduct, could be 
used as a proof to the supervisory authority that the code community in charge of 
administering the code takes the appropriate action themselves against their member 
and thus, the authority would not need to impose additional measures146. But we 
should always bear in mind that the supervisory authority is not obligated to take into 
consideration the previously imposed sanctions to the controller or processor by the 
monitoring body (in the context of codes of conduct or certifications) and is the one 
who finally gets to determine the imposition of a fine. However, the non-adherence 
with the entity’s code of conduct or certification could be used by the supervisory 
authority to prove that the controller’s or processor’s actions intentionally or 
negligently lead to the non-compliance with the Regulation147. 
 
5.11. Any other aggravating or mitigating factor applicable to the circumstances of 
the case, such as financial benefits gained, or losses avoided, directly or indirectly, 
from the infringement. 
Finally, article 83 indicates on paragraph 2 (k) GDPR that the supervisory authority 
should also take into consideration any other factor that is possible to aggravate or 
mitigate the consequences of the infringement in question. In fact, the provision 
includes some examples of the elements that should be taken into account during the 
supervisory authorities’ assessment. Such elements could be the financial benefits the 
controller or the processor gained from the violation or the losses they avoided thanks 
to it148. The controller or processor obtaining profit, directly or indirectly, from the 
infringement may prove to be strong evidence indicating that an administrative fine 
should be imposed. What is more, information about such behavior might be critical 
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for the decision concerning the implementation of a fine, since an infringement’s 
economic gain cannot be reimbursed by the supervisory authority “through measures 
that do not have a pecuniary component”149. Hence, the supervisory authorities should 
pay attention to this parameter, too, in order to determine the appropriateness of and 
the amount of an administrative fine imposed for a violation of the Regulation’s 
provisions. 
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6. The provisions of paragraphs 7, 8 and 9 of article 83 of the GDPR 
Article 83 of the GDPR contains the general conditions for imposing administrative 
fines.  After indicating the general factors that should be taken into account by the 
supervisory authority when deciding whether to impose a fine and its amount (article 
83 par. 2 GDPR) and the tiering system with the highest level of the fines and the 
categories of the infringements that could lead to these fines (article 83 par. 3-6 
GDPR), the Regulation sets out the following provisions concerning: 
 
6.1. The imposition of administrative fines on public authorities – article 83 par. 7 
GDPR 
Article 83 par. 7 of the GDPR indicates that “without prejudice to the corrective powers 
of supervisory authorities pursuant to Article 58(2), each Member State may lay down 
the rules on whether and to what extent administrative fines may be imposed on public 
authorities and bodies established in that Member State”, while Recital 150 states at 
its sixth sentence that “It should be for the Member States to determine whether and 
to which extent public authorities should be subject to administrative fines”. The 
Regulation leaves the decision of whether the imposition of fines will be extended to 
public authorities to the Member States’ discretion. Each Member State may set out in 
its national legislation the rules for determining if and to what extend the provisions of 
article 83 will apply to the public authorities or bodies established in the said Member 
State150.  
It is a fact that personal data are frequently collected, hold and processed by public 
authorities for the purposes of public services, while the processing usually concerns 
sensitive data. So, it would be reasonable that the new provisions of the GDPR apply to 
public authorities and other public bodies, too. Hence, the infringement of one of the 
Regulation’s provisions by a public authority acting as a data controller or processor 
could be sanctioned as if the breach was caused by a private entity, if the Member 
State’s national law ruled so. For example, Greece’s draft law for the implementation 
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of the GDPR indicates in article 69 that the Greek DPA may impose the administrative 
fines of article 83 par. 4 to 6 to public authorities and other public bodies151. 
On the other hand, it is argued that the term “public authorities and bodies” does not 
include the public companies and this is why national legislators should not be the 
ones who determine if an administrative fine could also be imposed on public 
companies152. Nevertheless, the Regulation leaves the decision to Member States and 
thus, each Member State may lay down its own rules on the matter. 
 
6.2. Judicial remedy and due process – article 83 par. 8 GDPR 
As stated in the eighth paragraph of article 83 GDPR “the exercise by the supervisory 
authority of its powers under this Article shall be subject to appropriate procedural 
safeguards in accordance with Union and Member State law, including effective judicial 
remedy and due process”. Moreover, Recital 148 mentions at its last sentence that 
“the imposition of penalties including administrative fines should be subject to 
appropriate procedural safeguards in accordance with the general principles of Union 
law and the Charter, including effective judicial protection and due process”. The 
Regulation leaves one more important matter such as the procedural safeguards to be 
handled according to EU and each Member State’s law153. Actually, article 78 GDPR 
provides for the right to an effective judicial remedy against a legally binding decision 
of a supervisory authority concerning any natural or legal person154. A supervisory 
authority’s legally binding decision could concern the exercise of their investigative, 
authorization and advisory or corrective powers155, one of which is “the imposition of 
an administrative fine pursuant to Article 83”156. So, if there is a decision drafted by the 
supervisory authority imposing an administrative fine against a controller or processor, 
they have the right to attack the said decision before the courts of the Member State 
where the supervisory authority that imposed the fine is established (according to 
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article 78 par 3)157. In order to address their judicial remedy the controller or processor 
should follow the national procedural law of the Member State where the supervisory 
authority is established158. 
 
6.3. The Member State’s national law not providing for administrative fines – article 
83 par. 9 GDPR 
In paragraph 9 of article 83 GDPR there is a special provision concerning the cases of 
Denmark and Estonia, where their national laws do not allow the supervisory authority 
to impose administrative fines159, according to the first sentence of Recital 151 of 
GDPR (“the legal systems of Denmark and Estonia do not allow for administrative fines 
as set out in this Regulation”). Article 83 par. 9 indicates that when the Member State’s 
national law does not provide for administrative fines, the fine may be initiated by the 
competent supervisory authority and imposed by the competent national courts. The 
court that imposes the fine has to ensure that the said fine is effective, proportionate 
and dissuasive for the specific case and that it has equivalent effect to the fines 
imposed by the supervisory authorities160. More specifically, in the case of Denmark 
the court’s fines are imposed in the way criminal penalties would, while in the case of 
Estonia the supervisory authority is the one to impose the fine, but in the framework 
of a misdemeanor procedure161. The ninth paragraph of article 83 GDPR also set an 
obligation for Denmark and Estonia; that they should have informed the Commission 
about their national law’s provisions adopted for the implementation of the 
Regulation, as well as any subsequent amendment that could affect them by the 25th 
of May, 2018, when the General Data Protection Regulation came in force162.  In fact, 
the Danish Data Protection Act was implemented on 23 May 2018, while the Estonian 
Personal Data Protection Act entered into force only on 15 January 2019. 
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7. The imposition of other penalties 
In case there is a controller’s or processor’s infringement of one the Regulation’s 
provisions that cannot be subject to administrative fines pursuant to article 83 GDPR, 
each Member State shall apply other penalties according to its national legislation163. 
In addition, Recital 152 GDPR indicates that “where this Regulation does not harmonize 
administrative penalties or where necessary in other cases, for example in cases of 
serious infringements of this Regulation, Member States should implement a system 
which provides for effective, proportionate and dissuasive penalties”. So, if a controller 
or processor breached a provision of the GDPR that does not fall in one of the 
categories set out in paragraphs 4 to 6 of article 83 GDPR or is of high importance/has 
serious consequences for the data subject(s), a penalty would be imposed on them 
pursuant to the Member State’s national law. Such penalties (of criminal or 
administrative nature based on the national legislator’s determination164) should be 
effective, proportionate and dissuasive for each individual case. What is more, each 
Member State should have notified to the Commission their national laws’ provisions 
and any other amendment that would possibly affect them by the 25th of May 2018, 
according to the second paragraph of article 84 GDPR. Hence, the EU Member States 
may introduce more penalties (other than the administrative fines of article 83) for 
infringements of the General Data Protection Regulation into their national legislation. 
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8. Conclusions 
The Data Protection Directive was in force for twenty years and it set a minimum 
standard for data protection law across the EU165. The fact that the Directive did not 
regulate the imposition of sanctions but left the regulation to each Member State’s 
national law created vagueness, since it was very difficult for the EU citizens to know 
whether and to what extend their rights were protected and for organizations to 
determine which national law was to be applied, especially when their activities 
included cross-border data transactions166. 
The General Data Protection Regulation, on the other hand, provides for uniform rules 
directly applicable to all its addresses, solving the problems caused by the Directive. 
The high administrative fines indicated in article 83 par. 4 and 5 GDPR point out how 
important it is for the EU legislator to establish a maximum level of protection for the 
personal data and their processing. Some may say that the administrative fines under 
the GDPR are extremely severe and may discourage the free data flows across the EU. 
What they do not understand is that the Regulation sets in article 83 only the higher 
level of a potential fines and does not demand that such fines are imposed on every 
case of infringement of one of its provisions. Furthermore, the GDPR sets many 
principles and detailed criteria that the supervisory authority has to take into account 
when deciding whether to impose a fine and its amount. Finally, the Regulation 
indicates that the administrative fines are imposed “in addition to or instead of other 
corrective measures”, depending on the specific circumstances of every individual 
case. 
Thus, when assessing the GDPR we should not focus on the amount of the potential 
administrative fines, but to bear in mind that they are imposed to strengthen the 
enforcement of its rules and to ensure compliance with its provisions. Besides, the 
Regulation aims to establish the right to the personal data protection, but also to 
facilitate the free movement of such data throughout the European Union.  
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